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1
Decision/action requested

It is proposed to approve the test case given in this pCR
2
References

[1]           3GPP TS 33.501
[2]           3GPP TS 33.117

[3]           3GPP TS 33.512
3
Rationale

According to TS 33.501, clause 5.5.1 the security requirement for AMF is stated as “AMF shall support ciphering of NAS signalling messages between UE and AMF on N1 interface.”. The test case for verifying the stated securityrequirement is defined in this SCAS pCR document.
4
Detailed proposal
***
BEGIN OF CHANGE ***

4.2.2.x Ciphering of NAS signalling message 
Requirement Name: Ciphering of NAS signalling message
Requirement Reference: TBA

Requirement Description: "AMF shall support ciphering of NAS signalling message between UE and AMF on N1 interface." as specified in TS 33.501, clause 5.5.1. 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_NAS-SIG_CIPH_AMF
Purpose: 

Verify that the NAS signalling messages are ciphered by AMF over N1 interface between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall enable the confidentiality protection.

-
Tester shall have knowledge of the NAS ciphering algorithm and the NAS ciphering protection keys.
-
Tester shall ensure Ciphering alogorithm other than NEA-0 is used.
-
Tester shall have access to the N1 interface.
Execution Steps: 
Option 1:
1.
Tester shall capture the NAS-SMC procedure between UE and AMF using any network analyser over N1 interface.
2.
The tester shall filter the NAS security mode command message (Only integrity protected) and check the ciphering algorithm selected and notified by the AMF.
3.
The tester shall filter the NAS security mode complete message from NAS-SMC procedure.

4.
The tester shall decrypt the NAS security mode complete message using the NAS ciphering algorithm and the NAS ciphering protection keys.

5.
The tester shall compare the decrypted NAS security mode complete message with the actual NAS security mode complete message.
Option 2:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117.

Expected Results:

The NAS signalling messages are ciphered between the UE and AMF over N1 interface.

***END OF CHANGE ***

